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(54) SCRAMBLE METHOD 

(57")Abstract: 

PURPOSE: To disable the decoding of a scramble pattern from the 
outside even when field lengths on respective transmission and 
reception sides are not equal by loading scramble after transmissive data 
for one packet are made full by embedding a pseudo random number 
sequence in a section after the end of transmissive data. 
CONSTITUTION: Transmission data 8 are transmitted by exclusively 
ORing a bit train generated by a scramble pattern generator 2. When the 
remaining data of transmission data 8 are less than transmission data for 
one packet the excess part of the final packet is filled with the bit string 
of pseudo random number sent from a pseudo random number generator 
3. On the reception side, received data 12 are successively stored in a 
buffer and only the required part is segmented by watching a field 10a of 
frame length information, moved to a buffer 5 and outputted by 
exclusively ORing a bit train generated by a scramble pattern generator 
7. 
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CLAIMS 



[Claim(s)] 

[Claim 1] The scramble approach characterized by to apply a scramble after divide the data A which should be 
transmitted per a fixed-length packet or frame, and it transmits and receives them, it embeds pseudo-random 
number sequence into the part after the tail of the before this data A when the packet or the frame containing 
the bit of the tail of said data A does not fulfill one packet or the transmit data for one frame in the 
correspondence procedure which performs the information secrecy by scramble in that case, and filling one 
packet or the transmit data for one frame. 

[Claim 2] In the correspondence procedure which divides the data A which should be transmitted per a fixed- 
length packet or frame, transmits and receives them, and performs the information secrecy by scramble in that 
case When the packet or frame containing the bit of the tail of said data A does not fulfill one packet or the 
transmit data for one frame. The scramble approach characterized by applying a scramble after embedding these 
some data A into the part after the tail of the before this data A and filling one packet or the transmit data for 
one frame. 

[Claim 3] In the correspondence procedure which divides the data A which should be transmitted per a fixed- 
length packet or frame, transmits and receives them, and performs the information secrecy by scramble in that 
case When the packet or frame containing the bit of the tail of said data A does not fulfill one packet or the 
transmit data for one frame. While embedding the character string of "0" or arbitration into the part after the tail 
of the before this data A and filling one packet or the transmit data for one frame The scramble approach 
characterized by applying a scramble about the part from the head of the data in this packet or a frame to the 
tail of Data A. 
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DETAILED DESCRIPTION ^ 

[Detailed Description of the Invention] 
[0001] 

[Industrial Application] The frame length of a transmitting side and a receiving side differs especially about 
transmission of the digital signal in the case of taking an information secrecy method, and this invention relates 
to the scramble approach that it can prevent that the information concerning information secrecy is revealed. 
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even when the part to which data do not exist in one frame arises. 
[0002] 

[Description of the Prior Art] drawing showing the example of the layer configuration (protocol stack) of the 

communication system of the former [ drawing 5 ] — it is — the figure sign 61 — a header and 61-b express 

information field and, as for the frame of a high order layer, and 61 -a. as for the frame of a lower layer, 62-a, 63- 

a. and 64-a, a header, 62-b, 63-b, and 64-b express [ 62-64 ] information field, respectively. 

[0003] Moreover, the part where the tail of the frame of a high order layer was exhausted by information field 

64-b of the frame 64 of a lower layer, and, as for the alpha code B, the information on information field 61 -b of 

the frame 61 of a high order layer was exhausted, as for C, and D express the part in which the information from 

a high order layer does not exist within information field 64-b of the frame 64 of a lower layer. 

[0004] As conventionally shown in drawing 5 , when the frame size of a high order layer had not become the 

multiple of the data length contained in one frame of a lower layer in the communication system which consists 

of two or more layers, 0 was embedded into the part shown by D after the part C corresponding to the tail of the 

frame of the high order layer of the frame 64 of the lower layer containing the frame tail C of a high order layer. 

[0005] Moreover, also in the communication system which does not take two or more layer configuration, when 

the die length of the data which a user wants to send had not become the multiple of the data length contained 

in one frame, 0 was embedded into the part after a data tail like the above-mentioned case. 

[0006] Thus, there is "radio equipment of the radio station which performs land-mobile wireless data 

transmission" (January 25, 1990 decision) specified to one of the systems which embed a frame tail in null code 

by RCRSTD-6. 

[0007] 

[Problem(s) to be Solved by the Invention] As an approach of keeping information secret about the data to 
transmit, the binary ("1" "0") pseudo-random number is generated, and an exclusive OR with data is calculated, 
it transmits, and the method which decodes by generating the pseudo-random number sequence of the same 
sequence is taken in a receiving side in many cases. 

[0008] Since the train of "0" is included in the tail of one data frame as data a fixed period or each time on 
conditions from which it is between transmission and reception which were mentioned above, while frame length 
has not become the integral multiple of the information field of the frame of another side, when the scramble for 
the above information secrecy is applied, in this part, a scramble pattern and the exclusive OR (i.e., the scramble 
pattern (pseudo-random number) itself) of "0" will be sent out to a transmission line. 

[0009] Drawing 6 is drawing showing the example of a scramble pattern generator. In this drawing, 65-1 to 65-10 
shows a register, and 66 shows the exclusive "or" circuit. 

[0010] In the system which performs the information secrecy by scramble A scramble pattern generator (it 
consists of linearity feedback shift registers) as shown in this drawing is used To a register 65-1 to 65-10 (one 
stores the data which are 1 bit) Secret ID of a terminal etc. is set, and it shifts the value of a register to one 
right at a time for every cycle, and outputs 1 bit at a time from a right end register, and a triplet eye and the bit 
[ 10th ] exclusive OR are inputted into a left end. 

[001 1] If the structure of a scramble pattern generator is not known, the structure of a part for 2mbit and a 
scramble pattern generator is known and the pseudo-random number for m bits is known when the number of 
bits of a scramble pattern generator is set to m, the value of an initial value register can be counted backward 
by solving simultaneous equations. As one example of the value of m, it is determined by the personal handy 
phone standard (RCR STD-28) that 10 bits is used. 

[0012] Therefore, it was the place where the problem which says the value of the initial value register of a 
scramble pattern generator presumed by the third person depending on conditions from the contents of the 
scramble pattern, and which is not desirable is expected. 

[0013] This invention is accomplished in order to solve such a conventional technical problem, and even if it is a 
case which is not equal, it aims at offering the scramble approach which cannot decode a scramble pattern from 
the exterior. 
[0014] 

[Means for Solving the Problem] According to this invention, an above-mentioned technical problem is solved by 
the means indicated to said claim. 

[0015] Namely, invention of claim 1 divides the data A which should be transmitted per a fixed-length packet or 
frame, and transmits and receives them, and it sets to the correspondence procedure which performs the 
information secrecy by scramble in that case. When the packet or frame containing the bit of the tail of said data 
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A does not fulfill one packet or the transmit data for one frame, After embedding pseudo-random number 
sequence into the part after the tail of the before this data A and filling one packet or the transmit data for one 
frame, it is the scramble approach constituted so that a scramble might be applied. 
[0016] In the correspondence procedure which invention of claim 2 divides the data A which should be 
transmitted per a fixed-length packet or frame, transmits and receives them, and performs the information 
secrecy by scramble in that case When the packet or frame containing the bit of the tail of said data A does not 
fulfill one packet or the transmit data for one frame, After embedding these some data A into the part after the 
tail of the before this data A and filling one packet or the transmit data for one frame, it is the scramble 
approach constituted so that a scramble might be applied. 

[0017] In the correspondence procedure which invention of claim 3 divides the data A which should be 
transmitted per a fixed-length packet or frame, transmits and receives them, and performs the information 
secrecy by scramble in that case When the packet or frame containing the bit of the tail of said data A does not 
fulfill one packet or the transmit data for one frame, While embedding 0 into the part after the tail of the before 
this data A and filling one packet or the transmit data for one frame, it is the scramble approach constituted so 
that a scramble might be applied about the part from the head of the data in this packet or a frame to the tail of 
Data A. 
[0018] 

[Function] This invention is divided per a fixed-length packet or frame, and transmits and receives data, and a 
third person takes care not to decode the scramble pattern for information secrecy from transmission data in 
the communication system constituted so that the information secrecy by scramble might be performed in that 
case. 

[0019] In invention of claim 1, the pseudo-random number sequence is embedded in the null section produced 
from the difference of a data length, and a packet or frame length. Since this null section was conventionally 
filled with "0", the scramble had been applied by taking the exclusive OR of "0" and each bit of a scramble 
pattern. 

[0020] Therefore, although the result to which the scramble pattern itself will be transmitted was produced, 
since it is lost that the scramble pattern itself appears by embedding a pseudo-random number sequence in this 
way, it can prevent that a scramble pattern is decoded from transmission data by the third person. Therefore, 
the contents of the initial value register of a scramble pattern generator are not presumed. 
[0021] Moreover, in invention of claim 2, the null section in a packet or a frame is embedded using some data 
instead of a pseudo-random number. Therefore, it can prevent that a scramble pattern is decoded from 
transmission data by the third person for the same reason as the case of claim 1. 

[0022] Furthermore, although the null section in a packet or a frame is filled with the data of "0" or arbitration, 
he is trying to apply a scramble except for this part in invention of claim 3. Since taking and outputting each bit 
of a scramble pattern and the exclusive OR of "0" also by this approach is lost, a scramble pattern does not 
appear outside. Therefore, it can prevent that a scramble pattern is decoded from transmission data by the third 
person. 
[0023] 

[Example] drawing where drawing 1 explains the 1st example of this invention — it is — the figure sign 1 — a 
buffer and 6 express an exclusive "or" circuit and, in a pseudo-random number generator, and 4 and 5, 8 
expresses [ a protocol control section, and 2 and 7 / a scramble pattern generator and 3 ] the transmit data and 
the pseudo-random number sequence to which information field and 12 were added with received data, and 13 
was added [ 9 and 9a / a header, and 10 and 10a ] for the field of frame length information, and 11 and 11a by 
the transmitting side. 

[0024] As shown in this drawing, in a transmitting side, the data 8 which had the Request to Send from the user 
or the high order layer are once stored in a buffer 4, and one batch takes them out transmit data every, and the 
protocol control section 1 calculates an exclusive OR with the bit string generated by the scramble pattern 
generator 2, and transmits them. 

[0025] When the remaining data of transmit data 8 do not fulfill the transmit data for one frame or 1 packet, the 
part in which the last frame or the packet remained is fill uped with the bit string of the pseudo-random number 
sent from the pseudo-random number generator 3. 

[0026] The data 12 sent in the receiving side are stored in the buffer (not shown) one by one, field 10a showing 
frame length is seen, and only a need part is started, it moves to a buffer 5, and an exclusive OR with the bit 
string generated with the scramble pattern generator 7 is calculated and outputted. 
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[0027] Drawing 2 is drawing explaining the 2nd example of this invention, and is the same as that of the case of 

dr awing 1 which explained previously about a figure sign. Moreover, since the configuration of a receiving side is 

the same as that of the case of drawing 1 in general, only the transmitting side shows it in this Fig. 

[0028] In this drawing, the data 8 which had the Request to Send from the user or the high order layer are once 

stored in a buffer 4, and one batch takes them out transmit data every, and the protocol control section 1 

calculates an exclusive OR with the bit string generated by the scramble pattern generator 2, and transmits 

them. 

[0029] When the remaining data of transmit data 8 do not fulfill the transmit data for one frame or 1 packet at 
this time, bit string E of the required die length of the tail of transmit data 8 is reproduced and embedded to the 
field F after the frame in which the last bit of transmit data 8 is contained, or the bit concerned of a packet, an 
exclusive OR with the bit string generated by the scramble pattern generator 2 is calculated, and it sends out on 
a transmission line. 

[0030] Drawing 3 is drawing explaining the 3rd example of this invention, and is the same as that of the case of 

drawing 1 which explained previously about a figure sign. Moreover, since the configuration of a receiving side is 

the-same as that of the case of drawing 1 in general, this Fig. shows only the transmitting side. 

[0031] In this drawing, the data 8 which had the Request to Send from the user or the high order layer are once 

stored in a buffer 4, and the protocol control section 1 calculates an exclusive OR with the bit string which one 

batch took out the transmit data every and was generated by the scramble pattern generator 2. and they are 

transmitted. 

[0032] When the remaining data of a buffer 4 do not fulfill the transmit data for one frame or 1 packet, a 
transmitting side looks at the field 10 showing the frame length in the data 8 which had the Request to Send 
from the user or the high order layer, makes the scramble pattern generator 2 generate the bit string of only a 
required number, and does not perform scramble processing into the part in which the last frame or the packet 
remained, but embeds "0", and sends it out to a transmission line. The data which are embedded in the case of 
this example do not need to be "oar 0", and may be the character string of arbitration. 

[0033] Drawing 4 is drawing showing the example of the protocol based on a personal handy phone standard 
(RCR STD-28). In this drawing, in the figure sign 14, a personal station (PS) and 15 show a eel station (OS), and 
1 6 shows the network (network). 

[0034] When performing packet communication based on this specification, as shown in the need of charging to 
this drawing, it is end because of the confirmation of receipt of data, to Termination is carried out by end. The 
protocol structure which places a LAPD (Link Access Procedure on the D-channel) layer on the LAPDG (Link 
Access Procedure for Digital Cordless) layer by which termination is carried out between personal digital 
assistant-base transceiver stations can be considered. 

[0035] In this configuration, when the data Request to Send over two or more LAPD frames occurs, in order to 
divide, send and receive the LAPD frame (information field a maximum of 260 octet + control section 5/6 octet 
= 2120/2128 bit) on the LAPDG frame (20 octets = 160 bits), the procedure in which a null bit which was 
explained by the Prior art about 15/14 byte = too much 120/112 bit is fill uped with "0" is performed. 
[0036] Thus, in actual communication system, the dependability of information secrecy can be raised by existing 
mostly, when the procedure in which a null bit which was explained by the Prior art is fill uped with "0" is 
performed to a bit string 20 bits or more, and applying this invention in such a case, and a scramble pattern 
being made not to be sent out to a transmission line as it is. 
[0037] 

[Effect of the Invention] In the communication system which divides the data which should be transmitted per a 
fixed-length packet or frame, transmits and receives them, and performs the information secrecy by scramble in 
that case according to this invention as explained above The packet or frame containing the bit of the tail of 
data which should transmit Since it can prevent detecting a scramble pattern from the bit string after the tail of 
this transmit data when not fulfilling one packet or the transmit data for one frame A possibility that a third 
person may presume the value of the initial value register of a scramble pattern generator is abolished, and there 
is an advantage which can perform positive information secrecy. 
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I.This document has been translated by computer. So the translation may not reflect the original precisely. 
2.3|c5Mc* shows the word which can not be translated. 
3.[n the drawings, any words are not translated. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] It is drawing explaining the 1st example of this invention. 
[Drawing 2] It is drawing explaining the 2nd example of this invention. 
[Drawing 3] It is drawing explaining the 3rd example of this invention. 

[Drawing 4] It is drawing showing the example of the protocol structure of the packet communication based on a 
personal handy phone standard. 

[Drawing 5] It is drawing showing the example of the layer configuration of the conventional communication 
system. 

[Drawing 6] It is drawing showing the example of a scramble pattern generator. 
[Description of Notations] 

1 Protocol Control Section 

2 Seven Scramble pattern generator 

3 Pseudo-random Number Generator 

4 Five Buffer 

6 Exclusive "or" Circuit 

8 Transmit Data 

9 9a Header 

10 10a The field of frame length information 
1111a Information field 

12 Received Data 

13 Pseudo-random Number Sequence Added by Transmitting Side 

1 4 Personal Station 

1 5 Cel Station 

1 6 Network 
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[Drawing 1] 
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[Drawing 3] 
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[Drawing 4] 




[Drawing 5] 
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[Drawing 6] 
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[0 0 2 2] MCC. IS^JI3O^0jT?t3:. ^s^yf^/c 
(^^^ U-Art(D|gag|5^ "0" ^j-SCHiffi^CDT^-^-C 

ogt:''^ hi "0" tm\\'imm'mvi^m.'^'r:^-)i't^ 

[002 3] 

\mm\ m i ^i^^H^om i (o^mm^wm^^mx 

^oT. ?^?^#-^l «:7'p hrjjl-StJiaigp. 2, 7tix^ 
5>:/;^/^•^->^*S. 3(3:^mSfc^*^. 4, 5 

9. 9ati--';'^. 10. 1 0 a ^i:? Agff fgCD^ 
^-il^F. 11, 1 1 atS1f«>' ^-;l/K. 12&3:Sfi 

7^-^:$?. 1 3ti^tfifflijr#»n$n/csms?>J^at>L. 

[0024] |5llI(cin^J: ^CC, JiMifflt?^. -3.-1f * 
T4 5cex.6n, r/'n hzi;t'©Jffllg(5i;&^. 1 (hI^co 

[002 5] mtf-'^^crm'O'f-^ti^. 1 U-A 

So 



(4) 

5 

[0 02 6 ] ^mmr^ktmh^tix^fcy'-^ 1 2 

A-y\^ K 1 0 a ^Sr^T. i^:^ggP^*/cC:r^UO^HL/Tvr^• 

[ 0 0 2 7 ] ^ 2 \%i^^m(J:>% 2 0|ISSfi?!)$:gJ?a-r 
[ 0 0 2 8 ] |pJll<;c;feC^'C. ::x.^-^t.1ditJd&\^A^ii^ 

^n. r^'ci h=i;i/$ijaia5i ^i)^. iiHi^^cDj^m-r-^-ro 

[0 02 9] C(Dt^. mn'T-^S(DmK)-r'-^i)^. 

xd?^>:/;W\'^->^f^2k:cfcO:^$n/ce 
[ 0 0 3 0 ] ^ 3 U^§m(Dm 3 (DjIJfeW^l^iHJT'S^ 

[0 03 1 ] i5iii{c*5iir, :i-if^fc{*±fib-ri-d:» 

f^ttJUr. X^^>:/Jl//s^->||^g2tcj:D3fe^S 
[0 03 2] j^-jy T AcomOy'-'^'^^. 1 >'U-A^ 

--^ s4i(oy {y-M.^^mity'Ty i o^mr. 

X^^X^i.\ 

[0 0 3 3 ] m4icm^m.m^mmmmmt& (rcr 

STD-2 8) (iCmmLfcy'ah=iJV<Dm^7ri'rmx$> 
3> (PS) . 1 5^i-fe;U;^7^-t/3> (C S) . 16 

(SB) ^^Lri^-So 

[0 03 4] CCD^g^§(C^tjS!lUT/^^';^ hilff^tTJ^cC^ 
^<3r)aiaffi^.0[)/cJ?). end to end "C^SS^ tl 50 



^#1^^9-8 79 7 

6 

LAPDCLink Access Proced 
ure on the D — channel) U-Yi' 

«^3g*-ft^^»fimPBl-ri^^Sn5, LAPDC 
(Link Access Procedure fo 
r Digital Cordless) U-Y -^OitC 

[0 03 5] CCD^^CC4sl^r. ai^<DLAPD:7U- 

/6^i>7"->h = 2120/2 128 b'-^h)^LAP 
(2 0:^^77--^ h = 1 6 0t'>^ h) iC^fd 
UriHST^/cd?). ^OCDl 5/1 4vW h = 1 20/ 

sat:-:' "0" ^aie)-2)^jitg?55tf?:c^Dn€>p 

[003 6] CCD<;^:^>OC. Bl^CDilfii^y^T^ACCfcti 
itt?90/c<fc^^C. sat:'':, "0" rSi?)€>#IIli3J)^tf 

[003 7] 

JKDt' y h^#t^^^^ ■:' hSj^cti:7 U-A3&5, I/^*■^r.:; 

h^/cii 1 :? U-A:53^©iilfix-^Ccm3*5:liiS^CC. 
^M7^--^O^MWPf<0t^ :; h?IW^^>^^^>:/;W^• 

x:^^^zy':f)i^^'^^-i^^^^<ommm\yV7s^am^ 

^ c <h r # -6 ^J.'^.T^^ ^ -5 „ 
[^ffi(DfS#*Siiai 

[^ 1 ] if^mm 1 oii]5few^iftB.gT^^'e^>So 

[132] *|FgB«<D||2CD^^J^IftB^-r-2>S-C^b^o 
[S3] *:^?«<7)m3O||jSW^Si?B^60r*-5„ 

[^4] m^mm^mmmmmmmmhfcj'^^ V vm 

[05] Se*<Daft'>>^'rA(DU-<i-«^<Dm7S-r0 

[^6] :^^'yi^zf)VJ'<^-i^^^m<om^7r<tmx^ 

[?f-^(DlftH^] 

2. 7 X:$^^>y;l/^^^->^4.S 

3 gim^^^s 

4, 5 ^^-jy^ 
8 ^ffif^--^ 
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9,9a 

10. 10a V\y-h.^*iM^<OV ^-)\^\^ 

11. 11a ft $B:7 A -}\^ K 
1 2 Sfi-r-^ 

[01 1 





^^^^^ 
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1 4 
1 5 
1 6 
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[04] 

RCR STD-28 izSmn^J^T^y KaSw 
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